HB 6607 -- Redline

File No. 714 to Chaptered -- AN ACT INCENTIVIZING THE ADOPTION OF CYBERSECURITY STANDARDS FOR
BUSINESSES.
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FLA6607 GeperalPubl i ¢ AsserblyAct —Jandary—Session—2021 Reprint—of—F+e No.
598)-21-119 Substitut-eAN HouseACT Bi-| NCENTI VI ZI NG Ne—~THE ADOPTI ON OF CYBERSECURI TY STANDARDS FOR
BUSI NESSES.

HE_ADCRTLON-O BERSECLUR ANDARD OR-B \

(3) "Data breach" neans unauthorized access to and acquisition of conputerized data that conprom ses the
security or confidentiality of sHB66O8+personal ~information Fdeor Ne~restricted information owned by or
licensed to a covered entity and that causes, reasonably is believed to have caused or reasonably is
believed will cause a material risk of identity theft or other fraud to a person or property.

14" Dat a sHB660+4br each” F--edoes not include (A) good faith acquisition of personal information or
restricted information Substitute House Bill No.

146607 persenakby ipiormati-ont he ercovered rest+i-ctedentity' s ipierrati-onrenpl oyee ewnedor byagent e+for
Li-censedt he topurposes aof the covered entityentity, ardprovi ded thatthe causes~personal

easonablyi nformation or restricted information is bel-evwednot teused havefor eausedan unl awful purpose
or subj ect sto beliewvedfurther w-lunauthorized causedi sclosure, aor matera-(B)

~-skacqui sition of identitypersonal theftinformation or restricted informati on pursuant to a search
warrant ., subpoena_or ot her f+audcourt order, or pursuant to a pe~seasubpoena, order or property—duty of
a requlatory state agency;

"Personal information" does not include publicly available information that is lawfully nade
sHB660+avai | abl e Ato F--ethe Ne—general public fromfederal, state or |ocal governnment records or widely

distributed nmedia;

+ldand sHB660+Publ i c F--eAct No.

+1421-119 avaitable?2 toof theb gererakSubstitute publeHouse f+enBil |l #ederatl—No. —st-at-e—o+—-ocal

andb6607 (5) "Restricted information" neans any information about an individual, other than personal
informati on or publicly available information, that, alone or in conbination with other information,

i ncludi ng personal information, can be used to distinguish or trace the individual's identity or that is
reasonably linked or linkable to an individual, if the information is not encrypted, redacted or altered
by any nmethod or technology in such a nmanner that the information is unreadable, and the breach of which
is likely to result in a material risk of identity theft or other fraud to a person or property.

(i) The "Framework for Inproving Critical Infrastructure sHB660ZPublic /~Act-—Fi-te No.

F1421-119 sHB66O+3 Fileof 6 Substitute House Bill No.

+146607 Cybersecurity" published by the National Institute of Standards and Technol ogy;

106- 102, as anmerdedPublic f+emAct t-rBNO. —t-o—tire:

sHB660+21- 119 ~4 Eideof 6 Substitute House Bill No.

+146607 sHB66O+anended Fit+efrom Ne~tine to tine;

F14—(iii) The Federal Information Security Mdernization Act of 2014, P. L.

and (C) protect against unauthorized access to and acquisition of the information that would result in a
material risk of identity theft or other faudPublic teAct theNo. —hdivi-dual—t-o—whom-t-he—i-hiorrati-oh
relates—

21-119 5 of 6 Substitute House Bill No.

6607 fraud to the individual to whomthe information relates.

(A) The size and conplexity of sHB66O+4the fcovered E-eentity; —Ne—

714 sHBEEO0Y Eile No—

714 the coveredentity -

Fhi-sApproved actJuly shall6, take2021 effectPublic asAct folowsNo. —ard—shall—arsnd—the—follow-ng
SectioAs—
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