HB 997 -- Redline

Printer's No. PN1621 to Printer's No. PN2381 -- An Act amending the act of December 22, 2005 (P.L.474, N0.94),
known as the Breach of Personal Information Notification Act, further providing for definitions, for notification of the
breach of the security of the system, for exceptions and for notice exemption; repealing provisions relating to civil relief;
providing for protection of personal information, for civil relief, for information security and for applicability; and repealing
provisions relating to applicability.

Deletions streek - Insertions underlined

PRI OR PRI NTER' S NO-NOCS.

40861086, 1621 PRI NTER S NO

16212381 THE GENERAL ASSEMBLY OF PENNSYLVANI A HOUSE BI LL Session of No.

997 2025 | NTRODUCED BY SOLOMON, HI LL-EVANS, CERRATO, HOWARD, FREEMAN, KAZEEM-—G-RAL—GCUENST—NERSKI—
CEREDA-EREYTLZ PLELLL_SANCHEZ, D.

W LLI AMS, ClI RESI, STEELE, SHUSTERVAN, DEASY, GREEN, BALEXYDALEY, G LLEN, RIVERA, WEBSTER AND
G-LLEN-MADSEN, MARCH 24, 2025 AS RERORFEDAMENDED EROM-COMMITEE-ON COMMERCE-SECOND CONSI DERATI QN, HOUSE
OF REPRESENTATI VES, ASSEPTEMBER AMENDED-30, MAY—6-——2025 AN ACT Anendi ng the act of Decenber 22, 2005
(P.L.474, No.94), entitled_"An act providing for security of conputerized data and for the notification
of residents whose personal information data was or may have been discl osed due to a breach of the
security of the system

and i nposing penalties,"” further provi-ding—for—definitions—for—notification—of—the breach—of—the
security of the system for exceptions and for notice_of exenption;

providing for protection of personal information, for civil relief for financiallnstitution s
Hability—forcivil—relief, for informati on—secuity—for—access—devices—and—<--breach—of security and
for applicability;

"Business." A sole proprietorship, partnership, corporation, association or other group, however

organi zed and whether or not organized to operate at a profit.[, including a financial institution
organi zed, chartered or holding a license or authorization certificate under the laws of this
Commonweal t h, 20250HB0S0/RNIE2120250HB0997PN2381 - 2 - any other state, the United States or any other
country, or the parent or the subsidiary of a financial institution.] The termincludes an entity that
destroys records.

* * % 20280HBOOOYPNIGS2120250HB0997PN2381 - 3 - "Notice." [May be provided by any of the follow ng

met hods of notification] As follows:

20250HB0QQ7PNI62120250HB0997PN2381 - 4 - (ii) Substitute notice shall consist of all of the follow ng:
(ii) The affected class of subject persons to be notified exceeds $1#5-000-$175, 000 175, 000.
<-- (iii) The entity does not have sufficient contact information.

(ii) Driver's license nunber or a Federal or State identification card nunber [issued in lieu of a
driver's 20250HB09O7PN162120250HB0997PN2381 - 5 - |icense].

(2) The termdoes not include publicly avail abl e 20250HB080/RNI62120250HB0997PN2381 - 6 - information
that is lawfully nade available to the general public from Federal, State or |ocal governnent records or
wi dely distributed nedia.

(a) General rule.--An entity that maintains, stores or manages conputerized data that includes personal
informati on shall provide notice of any breach of the security of the systemfollow ng [determ nation]

di scovery OR NOTI FI CATI ON of the_<-- breach of the security of the systemto any resident of this
Commonweal th whose unencrypted and unredacted personal information was or is reasonably believed to have
been accessed and acquired by an unauthorized person.

Except as provided in 20250HB0997PN2381 - 7 - section 4 or in order—20250HB0097RN1621 7 . t0 take any
measures necessary to determ ne the scope of the breach and to restore the reasonable integrity of the
data system the notice shall be made w t hout unreasonabl e del ay.

* * * (p) Conpliance with Federal requirements.-- [(1) A financial institution that conplies with the
notification requirenments prescribed by the Federal |nteragency Gui dance on Response Prograns for

Unaut hori zed 20250HB0QO7RNIE2120250HB0997PN2381 - 8 - Access to Custoner |nformation and Custoner Notice
is deened to be in conpliance with this act.] (2) An entity[, a State agency or a State agency's
contractor] that conplies with_OR | N GOOD FAITH ACTS TO <-- COVWPLY W TH the notification requirenments
or procedures pursuant to the rules, regulations, procedures or guidelines established by the entity's][,
State agency's or State agency's contractor's] primary State or functional Federal regulator, shall be
in conpliance with this act.

Any person who conducts business in this Comonweal th and owns, |icenses or maintains personal
information shall inplenment and maintain ORI N GOOD FAI TH, ACT TO | MPLEMENT AND_NAI NTAI N <-- reasonabl e
procedures and practices to prevent the unauthorized acquisition, use, nodification, disclosure or
destruction of personal information collected or naintained in the regular course of business.




20250HB0997PN2381 - 9 - Section 10.

Cinvdroligf for financial tnestitution' o lighil ity
P4

<ewa—(a) Renedies for residents.--A resident of this Commpbnweal th who is adversely affected by a
violation of this act, in addition to and cunul ative of all other rights and renedi es avail able at |aw,
may bring an action to:

A contract entered into on or after the effective 20250HB0997RPN162120250HB0997PN2381 - 1110 - date of
this section shall not include | anguage that requires arbitration or restricts a resident's right to

| egal action.

Sesti-on( H) 42REBUTTABLE 44-—PRESUMPTI ON. - - COVPLI ANCE W TH THE PROVI SIONS <-- OF THI S ACT CREATES A
REBUTTABLE PRESUMPTI ON_I N FAVOR OF AN ENTITY AGAINST A CIVIL LIABILITY CLALM ARl SI NG FROM CONDUCT
RELATED TO THE PROVI SIONS OF THI S ACT.

Section 11.

<ewe—(a) Security or identification information.--An entity that maintains, stores or nanages
conputerized data that includes personal information shall take reasonable nmeasures, consistent <-- with
the nature and size of the entity, CONSISTENT WTH THE <-- NATURE AND SIZE OF THE ENTITY, TAKE
REASONABLE MEASURES ORI N GOOD FAITH, ACT TO TAKE REASONABLE MEASURES, to secure the system and
personal information of residents of this Commonwealth that is not redacted.

Section 43-12.




<ew—This act shall apply to the discovery or notification of a breach in the security of personal
information that occurs on or after the effective date of this section.

20250HB0997PN2381 - 11 - [ Section 29.

20250HB0997RNI62120250HB0997PN2381 - 1412 -
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